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1. Requirements

Hardware requirements
In order to follow this guide you will need:
* 2 eWONs with a FLX 3202 extension card

Software requirements
eWON configuration software:

The eWON is configured through its web server. All you need is a standard Web
Browser software like Internet Explorer, Chrome or Firefox.

Additionally we recommend to download the eBuddy utility from our website:
http://support.ewon.biz.

This utility allows to list all the eWONs on your network and to change the default IP
address of an eWON to match your LAN IP address range. With eBuddy you can
also easily upgrade the firmware of your e WON (if required).

Other programming software:
N/A

Network requirements (see with your Mobile ISP)

VPN being a point-to-point communication, one of the two eWON needs to have a
static IP to ease the communication between units.

Some Mobile ISP can provide a static public IP, but it is more often a static IP in a
private network. In this case the VPN can only be joined by another unit with an IP
from this private network.

If your Mobile ISP cannot provide this kind of service but the received IP is public, you
can use a Dynamic DNS Solution (Dyndns, No-lp or similar DNS Service).

Be aware that a Dynamic DNS solutfion will generate some unexpected
disconnection.

eWON Firmware Version

To be able to follow this guide your eWON needs a firmware version 5.0 or higher.
A simple way to perform an eWON firmware upgrade is to use eBuddy, the e WON
companion tool.
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2. Introduction

In this document, we will see how to connect 2 remote sites together using VPN over
the Internet. We will use 2 eWONSs FLEXY and establish a VPN connection over the
Internet using FLX3202 extension card and a Mobile Network.

SCADA eWON A
VPN Server

Device(s) A —_—— e o — - -

IP LAN: 192.148.1.4
Mask: 255.255.255.0

IPLAN: 192.168.1.2

Q= = -

GW: 192.148.1.2
thers devices ... Mask: 255.255.255.0
IP WAN: Static Public IP
Others devices ... S R RS AN
| eWON B
VPN Client

Device(s) B

IP LAN: 192.148.2.5
Mask: 255.255.255.0

GW: 192.148.2.2 A —

IPLAN: 192.168.2.2

Mask: 255.255.255.0

IP WAN: DHCP from ISP Mobile

Here are the steps to make 2 networks communicate (eWON A - eWON B) through a
VPN connection:

Configure the Internet connection on both e WONSs

Configure the eWON A for VPN incoming (as VPN Server)

Configure the eWON B for VPN outgoing (as VPN Client)

Set the eWON A LAN address as default gateway for your devices on site A
Set the eWON B LAN address as default gateway for your devices on site B

- Note -

Make sure that the IP addresses on site A are in a different range than the addresses on site B,
otherwise, the routing will be impossible.
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3. Configure the eWON VPN Server

In our example, eWON A is the VPN Server.

LAN and Modem Interface Configuration

Set the eWON LAN IP Address:

Configuration System Setup

@ COM Config - Jk Eth = LAN

Communication

@ COM Config
_{t Serial Ports
oy Ethl - LAN

B l Metworking 192.168.1.2

EN Internet Connection

=0 255,255,255

- Q YPN Cannection 0.0.0.0

B g’ Madern
- & Publish IP Address

Ethernet LAN Connection

Address Setup

o ¢3y Routing
....". Proxy

I[] Security
g 1P Services

[]"'1&_ Manage Config

Set the eWON Modem interface:

Configuration System Setup

.@CDM Config g | Metworking E-Internet Connection - LModem Llnterface

Network configuration is automatically provided during the PPP negotiation
with your ISP.
@CDM config —

- {t Serial Ports
L, Ethi - LAN Status Reset Modem

= [ Metworking
e
,_:_||"‘B Internet Connection

B R Modem
L. Interface Configuration
R 0ut3ains Er—
- @ VPN Connection
.. &0 Publish IP Address
._:: Routing
-.* Proxy
EI Security Dutgoing Configuration Enable data connection

Advanced Configuration
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VPN Configuration

Global VPN configuration

Configuration System Setup

_@CQM config @ | Metworking - @ weN Connection - P Global

By default Port In is set on 0

Which means that the e WON s listening to port 1194 for the incoming VPN
connection.

General
@ COM Config
ﬂ Serial Ports
L., Ethl - LAN

VPN Connection configuration

Advanced options

B I Metworking
[ - Internet Connection
5 B Modem
‘ R Interface
U Cutgoing
g @ VPN Connection

: Global Internet connection proxy
S oba

ancommg
(i OQutgoing
» Ay Publish IP Addres

Really Advanced options

" > Roufing

‘. g Froxy Talk2M PRO options (Cles
: [ Security
% 1P Services
’Il Manage Config talk2m_free_eu
Update
- Note -

Adapt the UDP port used for the Incoming VPN connection if needed.

Page 6 / 21 Connect 2 sites together using VPN by Mobile network | AUG 0xx



€ cWON

MACHINES CAN TALK

Chapter 3
Configure the eWON VPN Server

Incoming VPN configuration

@COM Config @ [ Networking = & wPN Connection ‘:_:} Incaming

*  Check «listen forincoming VPN connectiony.

* Enter a Passphrase (and remember the Passphrase 1)

* Assign the VPN IP address: leave it on automatic.

@CGM Confi

Accept incoming VPN connection configuration
ﬂ Serial Ports

VPN activation rule

L L, Ethl - LAN
& | Metworking
-
E;...Intemet Connection
B R Modem
: : R. Interface Incoming VPN connection parameters

u Qutgeing
5 @ VPN Connection

| utomat
“.p Global _
E....Wmcommg 10,254 0.2
f....Q}'Outgoing

10.254.0.1

- Note -

Set it manually only in case of address conflict.
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Internet Connection Configuration

Configuration System Setup

@ COM Config E---L Metworking (9. Internet Connection

1) COM Confi

@ & Internet connection setup

ﬂ Serial Ports

Internet status

e | .- I
B [I e tworking

D —

- Internet Connection
Al Modem

. @ PN Connaction Madem Connection 7 |
.p Glabal v
(g Incoming

: (i Outgoing
A Publish [P Addres
E ++» Routing

-g. Proxy
o[ Security
_ @ IF Services

'Il Manage Config

Internet access

Publish WAN IP address

"0n demand" Internet connection

+  Select «tModem connectiony for the Network connection.
»  Check «Maintain connectiony.
* Disable the Publish WAN IP address.
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Routing Configuration

eWON Routing Configuration

@CQM Config E‘L Networking ... ¢iy Routing

* Enable «Route all gateway traffic through VPNby.
» Select «NAT and TF disabled.

COM Confi
@ 9 Routing setup

ﬂ Serial Ports
] Eth1 - LAN Special rules
2 -

- | Mg
—
- Internet Connection NAT and TF (Transparent Forwarding)

: ) WPN Connection

MAT and TF disabled M
. A Publish IP Addres _

Prox
] % v Destination

- [} Security

: £ 1P Services 0.0.00

lﬁ\ Manage Config 0.0.00 0.0.00
0.0.00 0.0.00

These changes wil be effective from next WAN connection
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Security Configuration

@CGM Config EIL MWetwarking ﬂ Security

In WAN Protection level: select «Allow all...»

7)) COM Confi
@ 9 Networking security setup
E! Internet Connection

- Serial Ports
i WAN Protection
L, Ethl -Lan
E! [ Metworking
-
- @ VPN Connection

. A Publish IP Addres
‘ &y Routing
‘ . Proxy

P VPN Protecti ® crable
i ) Security rotection Enabled
Transparent Forwarding
2

‘ i @ IP Services
'k Manage Config

These changes wil be effective from next WAN connection

- Note -

You can adjust it later to «Discard all traffic excepted VPN and initiated trafficy, if required.

Reboot your eWON

To be sure that the eWON unit takes the VPN connection configuration into
account, It is advised to reboot it.
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4. Configure the eWON VPN Client
In our example, eWON B is the VPN Client.

LAN and Modem Interface Configuration

Set the eWON LAN IP Address:

Configuration System Setup

@CDM Config - J Eth - LAN

@COM Config

Ethernet LAN Connection
ﬂ Serial Ports

Address Setup

., Ethl-LAN

- || wetworking 192.168.2.2
El Iﬁter:.et Connection 255,955 255.0
= Moderm
; L Interface

G FRRERUERY | NS Setup
& & VPN Connection

Set the eWON Modem interface:

Configuration System Setup

@CDM Config @ [ Networking =~ Internet Connection - LModem - R Interface

Network configuration is automatically provided during the PPP negotiation
with your ISP.

@ COM Config
> a Serial Ports
., Ethl - LaN SES
[_]L Metworking

= [f@ Internet Cannection

B e Modemn
i o Interface Configuration
u Cutgoing m
- '@ VPN Connection
& Publish IP Address

WCDMAGSM automatic T

«» Routing

- Prowxy

. [} Security Outgeing Configuration Enable data connection

gk P Services internet.proximus.be
R, Honses orte I

Advanced Configuration
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VPN Configuration

Global VPN configuration

Configuration System Setup

_@CQM config @ | Metworking - @ weN Connection - P Global

By default, 1194 port is used on the other eWON for the incoming VPN
connection.

@ COM Config

ﬂ Serial Ports
o L Bt - LAN
E’_.ll Metworking

VPN Connection configuration

Advanced options

. g Internet Connection

g R Moder
: I’ Interface
. U Gutgaing
Ei Q VPN Connection

. Global Internet connection proxy |
> oDa

: Q}Incoming

Ui Qutgoing
" Ay Publish IP Addres

Really Advanced optior

" «+» Roufing
-g. Prosy

[ Security

‘ @ IF Services

'Il Manage Config talkom_free_eu
Update

- Note -

Adapt the UDP port used for the Incoming VPN connection, if needed.
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Outgoing VPN configuration

Configuration System Setup

@COM Config @ [ Metworking = & veN Connection ‘:::} Incoming

» Enable «Establish VPN connectiony.

» For the «Primary serven enter the public IP address of the eWON A.
»  Select «Other eWON for the «Connect to....»

* Enter the Passphrase you configured for eWON A.

* Assign the VPN IP address: leave it on automatic.

@COM Config
ﬂ Serial Ports

! VPN activation rule
e —

El | Metworking

L —

] E! Internet Connection =
L Moderm

L Interface Remote VPN WAN address or name: [BEigtls] manual\y '

Establish outgoing VPN conr

L @ b ouraons
: E! @ “WPN Connection
)y clota _
|| | @eneomig
o g Quitgoing
P A _Pubhsh IP Addres
! oy Routing
| e Proxy 10,254.0.1
: i [} Security
i £ [P Services 10.254.0.2

. 'k Manage Config

- Note -

Set the IP address manually only in case of address conflict.
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Internet Connection Configuration

Configuration System Setup

@ COM Config E---L Metworking (9. Internet Connection

) COM Confi
@ 9 Internet connection setup

ﬂ Serial Ports -

i Internet Status

[ e - o P - -
E:’ l“ etwerking _

-
: - Internet Connection
B Internet access

@ Modem : :
- & @ PN Connection  Modem Correction = |
. p Global vl

o @Imcoming
P = Publish WAN IP address

. (i Qutgoing
LA Publish 1P Addres
- «+» Routing _

=% Froxy

g3 1P Services 0
K Manage Config

+  Select «tModem connectiony for the Network connection.
»  Check «Maintain connectiony.
* Disable the Publish WAN IP address.

Select «Ethernet Wan connectiony for the Network connection.
Check «Maintain connectiony.
Disable the Publish WAN IP address.
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Routing Configuration

Routing VPN Configuration

@) coMm config B | Metworking = & wPN Connection

Make sure that the VPN network setup is on : «Establish outgoing VPN to servem.

@ COM Config
ﬂ Serial Ports
L, EthL - LAN

VPN network setup
VPN Status

E |_ Metworking
..
H.j Internet Connection

- J VPN Connection

VPN use conditions

e Global

- D lncoming
@ Gutgoing
Rt Update

eWON Routing Configuration

M) coMm Config - [ Metworking .. ¢%; Routing

* Enable «Route all gateway traffic through VPN».
» Select «NAT and TF disabled».

COM Confi
@ 9 Routing setup

-0 Serial Ports
] " Special rules
&L Ethl - LA

- Intermet Connection NAT and TF (Transparent Forwarding)

: El @ WPN Connection

: NAT and TF disabled v
L. &) Publish P Addres
: ¢y Routing Static routes table

-, Proy
0 Security
: {3 [P Services

h Manage Config

These changes will be effective from next WAaN connection
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Security Configuration

@CGM Config EIL MWetwarking ﬂ Security

In WAN Protection level: select «Allow all...»

1)) COM Confi
@ 9 Networking security setup
@~ Internet Connection

- Serial Ports

|
A Ethl - LAN

E! [ Metworking
= 9

@ @ UPN Connection

: A Publish IP Addres
‘ &y Routing
e Proxy

o 0 secunity VPN Protection B Enabled
o £3 1P Services Transparent Forwarding
|

"A Manage Config

These changes wil be effective from next WAN connection

- Note -

You can adjust it later to «Discard all traffic excepted VPN and initiated trafficy, if required.

Reboot your eWON

To be sure that the e WON unit takes the VPN connection configuration into
account, It is advised fo reboot it.
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5. Public IP address

To make the VPN connection work, you need to specify in the eWON VPN Client
(eWON B) the public IP address of the eWON VPN Server. You then need a static
public IP address for the eWON A (ask your Mobile ISP).

The public IP address of the eWON VPN Client does not need to be static and does
not have to be known.

Often the ISP does not provide a public address but a private IP address belonging
to a private APN. This type of APN usually allows members of the same APN to
connect with each other using the same configuration as explained above.

If you do not have a static IP address, you can configure your eWON A for dynamic
DNS (Dyndns, No-Ip or similar DNS Service) and use the associated URL in the eWON
VPN Client.

- Note -

Be aware that a Dynamic DNS solufion can generate some unexpected disconnection. In such
case, the eWON (VPN Client) will take several minutes before retrying to the DNS lookup and
get the new server IP.

6. Configuration of the devices behind the eWONs

All the devices connected to the LAN of e WON A must have the LAN IP address of
eWON A as Gateway.

All the devices connected to the LAN of eWON B must have the LAN IP address of
eWON B as Gateway, as shown our infrodction (page 4).
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7. Connection Establishment

Once the VPN connection has been configured, the connection will be
automatically established when the eWON is powered on.

To verify that the VPN connection is established, follow this path:

Diagnostic — Status - Status

Alarm Summary Diagnostic

Files Transfer

Real Time Log

Select a diagnostic page

Alarm History

Scheduled Actions

Unitehvay

DF1

Ethernetip
EthernetlP gateway
EINS

EINS gateway

55A5511

Ao i o e T e At s L s

MPL/PROFIBUS
ISOTCP
ISOTCP gateway

HITACHI

System Info

1

Click on «Statusn to open the following page:
In our example the VPN allocated IP address is 10.254.0.2 for eWON A.

Status

PPP allocated IP address 0.0.0.0
Current IP t forward 0.0.0.0
VPN allocated IP address 10.254.0.2
PPP ac ing traffic o Bytes
PPP ac ing traffic o Bytes
ADSL Line status
ADSL WAN status
ADSL Local IP 0.0.0.0
ADSL Remote TP 0.0.0.0
ADSL Primary DNS 0.0.0.0
ADSL Secondary DNS 0.0.0.0

The eWON B received the VPN IP address 10.254.0.1

PPP allocated IP address

Current TP transparent forward address

VPN allocated IP address

PPP accumulated incoming traffic

PPP accumulated outgoing traffic

Page 18 / 21
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8. Troubleshooting

If a VPN connection has been established, but the devices behind the
eWONs do not communicate:

* Check that devices on site A are not on the same LAN IP address range as the
LAN IP address range of devices on site B.

* Make sure that each eWON is the default gateway of the devices linked to it.

If the VPN connection cannot be established:

» Verify that the eWON Server WAN IP address range is different from the eWON
Client WAN IP address range.

If the VPN connection is interrupted:

* Check if the «Maintain Connectiony is activated in each eWON (in the
Internet Connection configuration page).
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Revision

Revision History

1.0 13/07/2015 First Release

#i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or
1 frademarks of Microsoft Corporation

Firefox is a frademark of the Mozilla Foundation

**

i  Chrome is a frademark of Google Inc.

Bid

Document build number: 15
Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. Check
http://wiki.ewon.biz for the latest documents releases.

The vendor and the authors of this manual are not liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning the quality, the accuracy and the
correctness of the information contained in this document. In no case the manufacturer's
responsibility could be called for direct, indirect, accidental or other damage occurring from any
defect of the product of errors coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks and
the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way
without written consent from the manufacturer and/or the authors of this handbook.
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