
Knowledge Base
KB-0263-00 / Rev. 1.0

eSync - VPN Certificates renewal

1. Introduction
eSync VPN certificates have a validity of 10 years, starting at the creation date.  When they 
are about to expire, you have to regenerate new certificates valid for ten new years.

If your certificates are already not valid anymore, all the VPN connections between the 
eWONs and eSync are then lost and there is no way to recover them.
You'll have therefore to connect the eWON locally to be able to update the certificates 
and key.

This KB describes the procedure to follow for regenerating these certificates.

2. Procedure
• If your VPN certificates are still valid, make sure your VPN server is running fine and 

every eWON is connected to it.

• Replace the directory C:\eSync\OpenVPN\Certificates\keys by the directory 
attached to this KB document.  This \keys directory contains, among others, your old 
CA and server certificates

• Open your web browser and go to the page http://localhost/initialsetup.php

Fill the different fields and click next. This will generate new CA and Server 
certificates.
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• If the operation is processed successfully, you should get the below result :

Do not click the "Start eSync" button yet !!! 
Let just this page opened.

• Open a new tab and go to the page "http://localhost/ewonssetup.php"
There, we will regenerate the client certificate of each eWONs.
For that, edit every eWONs and select "Create"

A new client certificate associated to the new CA certificate as well as a new key 
are now created.  Both are accessible from the link "Edit".
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• If your eWON is still accessible (Certificates are still valid), access your eWON through 
the VPN connection and edit its VPN settings :

You can now replace the client certifcate and key by the new ones as well as the 
CA certificate. The CA certificate can be found in your \key directory. Its name is 
"ca.crt" and you can edit it with Notepad.

     - Warning -

When the modifications are applied to your eWON, you will loose the VPN 
connection with your eWON till the eSync VPN server is restarted

• Repeat the same procedure for each eWON and Users

•  Once all the eWONs have been updated, go back to the previous web browser tab 
(http://localhost/systemsetup.php?initialsetup=1) and click the button "Start eSync" in
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order to restart your server.
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Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. Check 
http://ewon.biz/support for the latest documents releases.

The vendor and the authors of this manual are not liable for the errors it may contain, nor for their 
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning the quality, the accuracy and the 
correctness of the information contained in this document. In no case can the manufacturer's 
responsibility be called for direct, indirect, accidental or other damage occurring from any defect of 
the product or mistakes coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks and 
the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction 
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way 
without written consent from the manufacturer and/or the authors of this handbook.

eWON sa, Member of ACT'L Group
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