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Publish Tags in OPCUA

1. Introduction

The goal of the OPC UA server running on Flexy, when enabled, is to serve the list of e WON
Tags from one or more groups to an OPC UA compliant client.

This document describes how to use the OPC UA server functionality on Flexy, how to
configure it and the limitations thereof.

- Note -

The OPC UA server functionality is infroduced in firmware release 11.2s50

2. Configuration

2.1. Configuring the OPC UA server

To enable the functionality, browse to:

Configuration > System Setup > General > Net services > OPC UA

,_:_|Q Net services )
== Use Passive Mode:
. () SMTP (mails)

- Q TP (time)

running on eWON

OPCUA  Configure OPCUA server

Enable OPCUA Server:

OPCUA Server Port: 48020 Default 48020

...... H Data Management

X k ‘Groups of tags to publish: AY B C D Only the tags within the checked group(s) will be published
1| =- /& Diagnosis
[ J Events logging

... PPP dump

Username/Password ¥ Anonymous or User login data (from your eWON users)

Login Type:

Multiple parameters are listed:
+ Check/uncheck the "Enable OPCUA server” to enable/disable the server.

» Select the groups of tags to publish. Multiple choices are allowed.
These groups refer to the Instant Value property which is located in the Tag Visibility
from the Tag Setup panel.

* Choose the Login Type (cf infra)

* Choose the port (default is 48020)
The server listens on all network interfaces (LAN, WAN and VPN).
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Click on “Update” to validate the parameters.

The service will be restarted if needed and new parameters will be applied. It is not
necessary to restart any service or reboot the eWON after changing any OPC UA
parameter.

2.2. Configuring the Tags for the OPC UA server

By creating/modifying the eWON Tags as usual, you will be able to configure the OCP UA
side of the tags.

Identification

I/0 Server Setup

| Floating point ¥ |

Global settings

Modbus TCP B enabled

Instant Value

Choose an Instant Value Group that matches the selected group to publish (cf supra, in the
Configuration panel).
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2.3. Configuring an OPC UA client

- Note -

Here we show the configuration for UaExpert from Unified Automation’.

To get the OPC UA up&running, follow the steps:
* Launch UaExpert
* Click on Server > Add Server
* Click on Advanced

* Fillin the fields according to your configuration:

0 Add Server

Configuration Name |flexy01
Discovery | Advanced

Server Information

Endpoint Url opc.tep://192.168.58.70:48020

Security Settings

3

Security Policy None
Message Security Mode |None =

Authentication Settings

) Anonymous

~ Username |adm
@

Password |#*** [ Store

_ Certificate

Private Key

Session Settings

Session Name flexy01

[ Connect Automatically
Cancel || GK

The endpoint URL should be in the form “opc.tcp://EWON_IP_ADDRESS:PORT”

+ Save the server configuration with File > Save.

I https://www.unified-automation.com/products/development-tools/uaexpert.html
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Choose the server in the Project>Servers list
The published tags are under Root > Objects > ewontags

v [1 Project
v [1 Servers
2y Flexy01
v [ Documents
[1 Data Access View

Address Space =
“+ | No Highlight

I Root

v 2 Objects
P g DeviceSet
b &% DeviceTopology
b &% Networkset

# NodeVersion
P g Server
¥ [ ewontags
@ Tag01
b D Types
b 2 Views

1k

Drag and drop the Tags to monitor from the tag list to the Data Access View panel.
The values are refreshed automatically

Project ® | Data Access View
v -
f? goé:\tfers # Server Node Id Display Name Value
2, Flexyod 1 flexy01 NS4|Numeric|10004 Tag01 ]

¥ [@ Documents
3 Data Access View

Address Space 3]
4 Mo Highlight &
D Root
¥ I3 Objects

» ¢ DeviceSet

» & DeviceTopology

> &% NetworkSet

# NodeVersion
g Server
¥ 3 ewontags
@ Tag01

» D Types
> 3 Views

The list in Root > Objects > ewontags is automatically updated when a tag is added or
removed in the groups of published tags in the eWON configuration.

The value (or type) of a published tag is automatically updated in the Data Access View
when it changes.
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3. Compatibilities

3.1. Tested clients

The OPC UA server has been tested with three concurrent connections.

4. Authentication

Two modes of authentication are supported:

4.1.1. Anonymous:

Everyone with an access to any network interface of the Flexy will be able to see and
manipulate the Tags.

4.1.2. Username + password:

This mode accepts the users defined on the eWON. Only users that have the permission
“FORCE OUTPUT” will be able to see and manipulate the tags

5. Recommendations

5.1. Timezone

The OPC UA server sends the data with an UTC timestamp. It is recommended to set the
time of your Flexy to UTC.

5.2. Security

Be aware that the OPC UA service can be accessed from all network interfaces. Using
“Anonymous” authentication is not recommended if your eWON is accessible from an
untrusted network.
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Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. Check
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The vendor and the authors of this manual are not liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning the quality, the accuracy and the
correctness of the information contained in this document. In no case can the manufacturer's
responsibility be called for direct, indirect, accidental or other damage occurring from any defect of
the product or mistakes coming from this document.
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the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
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