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Important User Information

Disclaimer

The information in this document is for informational purposes only. Please inform HMS Industrial Networks of
any inaccuracies or omissions found in this document. HMS Industrial Netwarks disclaims any responsibility or
liahility for any errors that may appear in this document.

HMS Industrial Networks reserves the right to modify its products in line with its policy of continuous product
development. The information in this document shall therefore not be construed as a commitment on the part of
HMS Industrial Networks and is subject to change without notice. HMS Industrial Networks makes no
commitment to update or keep current the information in this document.

The data, examples and illustrations found in this document are included for illustrative purposes and are only
intended to help improve understanding of the functionality and handling of the product. In view of the wide
range of possible applications of the product, and because of the many variables and requirements associated
with any particular implementation, HMS Industrial Networks cannot assume responsibility or liability for actual
use based on the data, examples or illustrations included in this document nor for any damages incurred during
installation of the product. Those responsible for the use of the product must acquire sufficient knowledge in
order to ensure that the product is used correctly in their specific application and that the application meets all
performance and safety requirements including any applicable laws, regulations, codes and standards. Further,
HMS Industrial Networks will under no circumstances assume liability or responsihbility for any problems that
may arise as a result from the use of undocumented features or functional side effects found outside the
documented scope of the product. The effects caused by any direct or indirect use of such aspects of the
product are undefined and may include e.qg. compatihility issues and stability issues.
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Use Oynamic ONS Feature

The following document explains how to configure an Ewon Flexy to publish its IP when
using a Dynamic DNS solution.

1. Dynamic ONS on Ewon

Internet Service Providers are not always able to provide a public fixed IP solution.
The Ewon can be configured to use one of the supported DDNS solution:

“No-IP.com” “Tzo.com” “ ZoneEdit.com”
“DynDns.org” “EasyDns.com”
“Ods.org” “Dyns.cx”

- Note -

supported Dynamic DNS provider.

Before using the DDNS, the customer needs to own an active account and a host name from one of the

The Dynamic DNS feature is a two steps configuration:

1. Activate the publishing IP feature and configure a re-publishing interval (if needed)

2. Configure how the current IP address of the Ewon will be published.

This step requires information from your Dynamic DNS provider.

2.Enable Publish IP request

In the Ewon menu: Setup\Communication\ Networking\ Internet Connection\ Main setup

Publish WAN IP address

Publish IP address: | Disabled - Configure publish IP address

Re-publish interval: | 0 minutes 0 for publication only at initial connection

# | Value Description

1 | Publish IP address | Enable or disable the publishing request

2 | Re-publishinterval

IP address every X minutes (default: 0)

The publication is only done at startup but it's possible to republish the

- Caution —

In all cases, the Publish IP address option needs to be enabled in order to authorize the publishing

requests.




3.Configure the publish IP feature

In the Ewon menu: Setup\Communication\ Networking\ Publish IP Address
Select your DDNS provider solution to display the configuration settings:

- Note -

The “DynDNS.org” provider will be only taken as example in the screenshot below:

Publish by dynamic DNS DynDns.org

Dynamic DNS Username:

Dynamic DNS password:
Dynamic DNS Host name:
Dynamic DNS Domain name:

(O Debug connection

Value Description

Publish by eMail Send an eMail on each (re)publishing request

Dynamic DNS Username Username of the account used for the Dynamic DNS provider
Dynamic DNS Password Password of the account used for the Dynamic DNS provider
Dynamic DNS Host name Host name registered in the Dynamic DNS provider

Dynamic DNS Domain name | Domain name registered in the Dynamic DNS provider




3.1. Create 6 Manage a Dynamic DNS solution

The “No-Ip.com” Dynamic DNS provider will be taken as example in the next configuration
steps.

- Caution -

The following screenshots need to be seen as example and cannot be used for your own configuration.

Hostname Information

Hostname: Support.no-ip.org @
Host Type: © DNS Host(A) © DNS Host (Round Robin) © DNS Alias (CNAME) @

© Port 80 Redirect © Web Redirect
IP Address: ‘37.184.?2.21 1 Last Update: 2012-12-17 02:40:21 PST @
Assign to Group: ‘ - No Group - [=] @ Configure Groups @
Enable Wildcard: Wildcards are a Plus / Enhanced feature. Uparade Now! @
Advanced Records: TXT, SPF, and SRV records and the use of some special clients are Plus / Enhanced features. @

Upgrade now to use them.

Host IPIURL Action

e Hosts By Domain
no-ip.org

fondu.no-ip.org 178.144.55.152 @ Modify 3 Remove

The Ewon will be reachable using Support.no-ip.org instead of an IP address.

The Dynamic DNS will manage the redirection to the IP address of the Ewon.

- Note -

Creation process, feature or price might depend on your Dynamic DNS provider. Please refer to it for

details or requests.




3.2. Apply Dynamic ODNS configuration to your Ewon

Publish by dynamic DNS No-lp.com -

Dynamic DNS Username: = supportE

Dynamic DNS password:

Dynamic DNS Host name: | Support

Dynamic DNS Domain name: = no-ip.org

(O pebug connection

The configuration requests:
+ the credentials of the Dynamic DNS account
+ The information of the registered host name
The host name Support.no-ip.org is composed of two parts:
+ The Host name is a unique parameter (In green in the example)

+ The Domain name can be common to several Host name (In blue in the example)

- Note -

You can also request the eWON to send an email with the IP information every time a new publishing
request is done. If you have configured a re-publishing interval timer, an email will be sent on every
re-publishing request (even if the IP is the same)

3.3. Access to your Ewon from the DynDns URL
To access your Ewon from Internet using your DynDNS URL, you must open the WAN port security

In the Ewon menu: Setup\Communication\ Networking\ Security

WAN Protection
WAN Protection level: O Discard all traffic excepted VPN and initiated traffic (ex: Email)
© Discard all traffic excepted VPN and initiated traffic (ex: Email) and ICMP (Ping)
) @ Allow all traffic on WAN connection (no protection)

Allow traffic forwarding to WAN (from VPN or LAN) - Disable to make

[0 WAN IP Forwarding sure that LAN or VPN requests are never routed to WAN

- Warning -

Since the Ewon Device only supports HTTP/FTP and not HTTPS/FTPS, accessing the Ewon device directly
from Internet without a secured VPN connection is not recommended.

We highly recommend using Talk2M for remote accessing your Ewon devices.




